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Application types

SKIDS or COMPLEX systems

<

S

LIFE SCIENCES

v' Mixer

v' Reactor
v" Dosing
v" Weighing
v' Autoclave

AN

ANERN

-__‘...-"'-..

OIL & GAS FOOD & BEVERAGE
Well v' Water
Injection purification
Pump v’ Boiler
FWKO v' Compressor
Treatment v" Fermenter
units v QOven

LACT units
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AN

CHEMICAL

v' Reactor

v" Boiler

v' Compressor

v Distillation
column

Rockwell
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MINING, METALS
& CEMENT

v" Furnace

v' Mill

v" Flotation unit
v' Water plant



PlantPAx

Distributed Control System

PLANT-WIDE SCALABLE SECURED FLEXIBLE
Control and Optimization and Modular Open and Information-enabled Delivery and Support

. 4 . Rockwell
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Product Development

- PIantPAX® SyStem I:.I! I:.I! I;'! |:.|! gv;;k;;sgd » Key Process Features

Tools and Solutions e Controller

+ Rapid Code development -4 =| » Powgy
* Process System Estimator * HMI
* Process Object Library Migration * Historian

Tool
 Alarm Builder
» Competitive DCS Migration
Library of Objects
 Standard Objects reusable objects
* Class based solutions

* Known performance
characterization

* Digital Device & Instrumentation
Interface Objects

* Asset Management

Documentation

» System Guidelines

» System References

* User Manuals

» Selection Guides

* Infrastructure Manual
* Online Help

. PlantPAx system utilizes trusted hardware and software from
Reference Architecture | Rockwell Automation's Integrated Architecture and applies those | Bundling and Services

* Network Infrastructure products using a prescribed, characterized methodology. That * Process System Lifecycle
« Integration Skids methodology covers all aspects of the DCS; from the hardware, Support

- Cybersecurity the network infrastructure, the visualization, security, and asset | . Asset Utilization

* Platform Scale management. * Network Services

* Known Performance » Cybersecurity

. Rockwell
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— PlantPAXx" Design = Deploy - Verify

. . Studio 5000" with Verification Tools
PlantPAx" System Estimator PlantPAX® Libraries v PlantPAx® VE.O Checklist

and Design Guides » Rockwell Automation Graphic Audit Tool
 Topology Worksheet

o= = PlantPAx
. Distributed Confrol System

EE e JUE S o
"

Size and Select Implement

Well defined and closed-loop design process based on system characterization

. . . Rockwell
Public « Copyright ©2021 Rockwell Automation, Inc. ‘ =
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Sizing PlantPAx” Systems

PlantPAx” System Estimator allows the user to perform a detailed sizing estimation based on the specific
application requirements

representative of data entered into
Process System Estimator.

PlantP Ax (==
= Wizard in Integrated Architecture® Builder Systemtome P 5.1 Contoles oS ous PlantPAX
(IABis a free download) I N B I SET arms 653 O
e e Distributed Control System
= Define, size, and generate BOM for your P plntpa_55.1 Systen info . System 10 Summry
Project ID Fermentation Plant New 1/O
S y S t e m . g PASS Praject Mame Number of Digital Inputs 820
. . """"" !il Fermentation OWS Contact Name Rockwell Automation Number of Digital Outputs =7
= Performs the system loading calculations B crons System Preferences e of Al Tt 0
oy S (I I - S Fermentation PlantPAx Default Prefs ver 3.0 (Nov 2014 Update)
for the user (Controller CPU utilization and 4 et 10 £y et i Narber of Andog Outputs 34
(SR Utilities
_I_ Ota | M e m O ry) D ® 1/0 Quantity [ Edit Hardware Defaults ] Existing I/0
E"m Utiities () Control Strategy [ Edit System Preferences... ] Number of Digital Inputs D
. o . """"" o Ut Panel [T 1ndude virtual Image Templates Number of Digital Outputs 0
= User can customize sizing rules based on _omo [ nchde Workstatons n Vrtual Requriements
Mumber of Analog Inputs 0
t h e a p p | i Cat i O n """"" !l Control Room OWS System Summary Number of Analog Outputs 0
umber of Ervers 1
. S A _l Engineering Warkstation :umher of :::tse: awss ] Minimum Virtual Requirements
Application data entered must be accurate @ | | S sorr Hstorion o . Physical Cores 0
and representative of proposed system = || & sposry Acset Management Number of Cantrolers 3 RAM Memory 5w
Mumber of Alarms 893 Storage Capadity 510 GB
System commissioned must also be e ofistonien s o
Total Control Strategies 60

[ Generate Bill-of-Material upon Finish

[ Finish ] [ Cancel ] [ Help

Public « Copyright ©®2021 Rockwell Automation, Inc. 7
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PlantPAx” System Estimator

How does the PlantPAx” System Estimator show sizing problems?

PlantPax

System Mame | FlantPAx_55.1 Controllers

Digital
Inputs

Digital

ps

Analog
Inputs

Plantfs plantPas_55.1

(S PASS 001

= |:I Subsystem_001

® = Contraller_001

1S etion 00
. ocation,
E !

(s PADC_D0L

!l EWS_001
L3}

! &S ASH 001

(. AppSvrhssethge_001

£ ASIS_001

PASS l:l OWS
Servers Clients
Analog
o Aarms

IO Location Preferences
[ Location_o01 ‘

Location kame

Control Strategy

| Process Library w400 - Profile A - Stanc‘
Preferences

Local Metwork Preferences

Local Swikch Help Me Select

Description | 1783-BMSZ0CGP |

EMET - Simplex001 ~ @

[ share wf Contraller

Configure Location

Estimated Memary Use (KB}

Communication
Module

Location Summary

Patential Alarms
Visualization Tags
Tatal Histarian Tags

Active Tags on Scan [ sec

CPU Used %

Tatal Control Strategies

(®) Define If0 or Contral Strategies

() Assign If0 ko Hardware

Location I/< Summary
Mew Ija

Mumber of Digital Inputs
Murber of Digital Qutputs
Mumber of Analog Inputs
Mumber of Analog Outputs

Ezxisting Ij
Mumber of Digital Inputs

Mumber of Digital Outputs
Murber of Analog Inputs

Mumber of Analog Outputs

Public « Copyright ©®2021 Rockwell Automation, Inc.

a
Configure Location By I/0 Quantities X
Location Name: | Location_001 | [esisting Process Library Preferences: | process Library v4.00 - Profile & - Standard Tasks Edit
2 0o Al A0 Change to Control Strategy Input
i Count: | 00 | | 200 | | 204 | | 200 | Spare Ij0: IZI Yo
Control Strategy Data Total Contral Strategy Data
Gty @|Qty @ |Gty @ Gty @ |Gty @ |Gty @ Qby @Oty @| DI |DO | AL |AD | Wiz | Hist | Alarm | Mem DI | DO | Al | AQ |Wiz Tags Hist Tags| Alarm | Mem KE
5S0ms |100ms 250ms S00ms| 1S 25 S5 10s Tags | Tags | Tags | KB Tags
Simple_Regulatory 1) o o 1g0 1) o 1) o o o 1 1 3 12 11 11,96 1) 0 180 180 S&5e0 z21a0 1950 3094,56
Complex_Regulatory 1] 1] 1] 20 1] 1] 1] o o o 2 1 65 24 22 29.47 1] 1] 40 20 13080 450 440 795,65
Simple_25kate_Discrete 1] 1] o 140 1] 1] 1] o 1 1 0 0 100 z 4 770 140 140 o 0 14000 280 560 130200
Complex_2State_Discrete 1] 1] 1] 1] 1] 1] 1] o 1 1 0 0 100 z 4 10,91 1] 60 o o G000 120 240 730,60
Complex_Reg_MonPID 1] 1] 1] 1] 1] 1] 1] o 3 3 1 0 280 & 9 11.17 1] 1] o o 1] 1] 1] 0.00
ALMD_Only 1] 1] 1] 1] 1] 1] 1] o o o o0 o0 1] 1] 1 1.27 1] 1] o o 1] 1] 1] 0.00
Analog_Indicator 1] 1] 1] 1] 1] 1] 1] oo o 1 0 129 3 5 548 1] 1] o o 1] 1] 1] 0.00
Digital_Indicator 1] 1] 1] 1] 1] 1] 1] o 1 0o o0 o0 55 3 2 4.1z 1] 1] u] u] 1] 1] 1] 0.00
Analog_Indicator {non-&0I) 1] 1] 1] 1] 1] 1] 1] o o o 1 0 1 1 o 050 1] 1] 0 0 1] 1] 1] 0.00
Digital_Indicator {non-a0T) 1] 1] 1] 1] 1] 1] 1] o 1 o o 0 1 1 o 035 1] 1] 0 0 1] 1] 1] 0.00
User_additional_Code 1] 1] 1] 1] 1] 1] 1] o o o o 0 1] 1] 0 10,00 1] 1] 0 0 1] 1] 1] 0.00
User_Def_A(valveC) 1] 1] 1] 1] 1] o 1] o o o 1 1 104 3 4 1z2.09 1] 1] 0 0 1] 1] 1] 0.00
User_Def_B{Seq) 1] 1] 1] 1] 1] 1] 1] o o o o 1 33 1 3 19.58 1] 1] 0 0 1] 1] 1] 0.00
User_Def _C{valveMo) o o o o o o o o 2z 2 1 0 111 2 4 1z2.08 1] 1] 1] 1] 1] 1] 1] 0.o0
User_Def_D{valveMP) o o o o o 1] o o 4 4 0 0 102 2 3 16,59 1] 1] 1] 1] o 1] 1] 0.o0
Controller Summary P "
Under-allocated IO DI Do Al
Mumber of Digital Inputs Total Yisualization Tags CPU Used 60,20 | %% based on Contral
Strategy Preferences: I:":I-

Mumber of Digital Outputs Total Historian Tags

Mumber of Analog Inputs Patential Alarms Takal Memary (KB)

Mumber of Analog Outputs | Accept | Cancel Help

-7\ Rockwell
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— What's in the Library of Process Objects?

L] ° ° 3
° Loglx Objects in the Controller . PAH PAI PAID PAIM PAO PEL ol poec poI Poo RRY pro pHs RN Pus Peme FEE PRD PPTC PRI PRT PTET Puy R PusD )
:4 p Favortes Add-On PlantPAx Process Drives Fiters  Select/Limit  Statistical Alarme Bt Timer/Counter Compare  Compute/Math
PMTR PVSD PPD . | PDI
PMTR_01 PVSD_01 PPD_01 PD_01
0 0o 0.0 0
Inp_IOFault Stz_Stopped 0 Inp_IOFault Val SpeedRef 0 Inp_PV Val PV 0o Inp_PWData Out 0
Inp_1PermOK Sts_Starting1 5 Inp_FwdPermOK Val Speedrdbk l3 Inp_CascSP Val SP B.C Inp_ModFault Out_InpPyv 5
Inp_1MBPermOK Stz Runningi . Inp_FwdNBPermOK Sts Stopped 0 Inp_InnerAvailable WVal CwWSat B.G Inp_ChanFaut Out_Reset .
Inp_IntlkOH Sts_Stopping . Inp_RevPermOK Sts_StartingFwd 0 Inp_IntlkOK Wal_CWOut B Inp_PYUncerain S Em .
Inp_NBIntkOK Ste_Jloggingl 0 Inp_RewviBPermOK Ste_RunningFwd 0 Inp_NBintlkOK Out_Reset 0 Inp_Target Stz_TgtDisagree
Inp_IntlkAvailale Sts BypActive 5 Inp_IntkOK St StoppingFwd " Inp_IntlkAvaiable Sts_Casc " Inp_Gate
Inp_IntlkTripinh S Em . Inp_MBintlkOK Sts_JoggingFwd 0 Inp_IntIKTripinh Sts_Auto 0 Inp_Resat
Sts Hand . Inp_Intlkawvaiable Sts Bypéctive 0 Inp_RdyReset Sts_Err 0 BusObj 0
Sts 005 , Inp_IntlkTripinh Sts_Err 0 Inp_Reset Sts_Hand 0
Sts Maint Sts_Hand Sts_0OoS
0 0 ) 0 PA
Stz Ovrd J Sts_ 005 0 Stz_Maint 0
Sts_Ext Sts_Waint Sts_Owrd PAL 01
0 0 0 0.0
Sts_Prog , Sts_Owrd 0 Sts_Ext 0 Inp_PWData Val 00
Stz Oper . Sts Ext 0 Sts_Prog 0 Inp_ModFault Val_InpPv G-G
Sk ProgOperLock Stz Prog 0 Stz Oper 0 Inp_ChanFaut al_ReC G-G
Ref Ctrl Set o Sts_Oper 0 Sts_ProgOperLock Inp_P¥Uncertain Val Dev C
ot e o . Stz ProgOperock BusObj 0 Inp_Resat COut Resst 5
e r mad
- - Ref_Ctrl Set 0 SELET .
Ref Cirl Sts 0 e o
Ref_Ctr| Crmd o Sts_Hi :
BusOhbj o
Ref_Ctrl Sts 0 e
Ref_FaulCodeList 0 _ Sk ldold
BusObj o Sts HRoC >
Ref_FauttCodeList 0 FELITIET .
Stz LoDev ;
Stz_Fail
BusOhj o
: 4 : Rockwell
Public » Copyright ©2021 Rockwell Automation, Inc. 10 A -
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— What's in the Library of Process Objects?

» Graphic Symbols and faceplates

PID

> Reboiler Steam Flow

SP
cv

Dosing

Stopped

Flowmeter Dosing

Stopped

Weighscale Dosing

Configurable Logic
OK

Analog Fanout

..PV

Analog Valve

5

%pened
4 “Fo

Ingr 1 Block Valve

Walve Control

Everywhere

123 45678

n-Position Device

High/Low Select
%

Input 1

Py

Analog Output
1.7 %

Valve Control

: Stopped

Opened

Station Inlet

North

>

Discrete Device

Analog Inputs

£y |

Stopped

Generic VSD
0.00 1z

Stopped

Motor Speed Control
0.001:

Motors

Stopped

Motor Control

Stopped
*@

Motor Control

Public « Copyright ©2021

Running Forward

Powerflex 755

30.00 Hz

Stopped

Motor Speed Control
1Hz

Running Forward

O

Fresh Leaf

Stopped

Motor Control

Flow Indicator

Analog Input
48.98

Stopped

PowerFlex 753

0.000 1z

Reactor 7 Vent Fan

Stopped

Motor Monitor

Siopped

Rockwell Automation, Inc.

Refinery Flow

20.41 BoiDay

Bioreactor 1

6.85 pri

Running Reverse

Motor Speed Control
45.00 1z

Running

v

o
Motor Group Control

n

ITRI00S - Tank Agitat
e
p W Use Run Feedback

. Speed Setpoint Limits

Maximum
Minimum
Interlocks and Permissives

|/./ Bypass Enabled

ro (_m ves

o ®

L& | Drive Fault - Drive Fault

» Drive Fau

In Alarm, Unacknowledged

B Alam Input Status

Alarm Disabled
Alarm Shelved
Alarm Supprassaed

MTR1005 - Tank Agitator

Time to pulse Out_Reset to clear fault (sec)

Time after ‘Start' for feedback before fault
(sec)

Time after ‘Stop’ for feedback before fault
(sec)

Maximum jog time (sec)
O=unlimited

15.000

0/3

Rockwell
Aulfomaltion

? 2
g —
[ MTR1005 - Tank Agitator [

& ?

Time to pulse Out_Reset to clear fault (sec)

Time ater ‘Start’' for feedback before fault
(z2c)

Time after ‘Stop’ for feedback before faull
(sec)

Iaxirmum jog time (sec)
O=unlimited

[ MTR1005 - Tank Agitator

Drive Speed Scaling
Input 8317
Input

Feadback 33.00
Refarence 30.00
" l ®00
130.00 Loopback
> 100 Output
m f\l T
o0
l
Output 7561

(W2 BEEE D)




ISA 101 standards-based look and feel

Strategy: Basic operating display plus advanced configuration display

Basic Display

* QOperation

FIC 1305 - Reboiler 5tearm Flow Control

prsR =Ry

L

41.94 sCFM
46.11 SCFM @|
4704 Whackamo

A
1.-'r-1inutes M_\
Hinutes |

=

) ) 100
« Basic Maintenance
» Basic Diagnostics -
» Alarms
* Help £
FIt .5 - Reboiler Steam Flow Contral 25
@ MNormal
Controlling to Ratio of Cascade 0
p - py
P 5P 5P
20.23 20.00
-Jl'—- SCFM SCFM v
i
4
—
? Operator c A"E |

Public « Copyright ©®2021 Rockwell Automation, Inc.

Advanced
Configuration Display
 Advanced Maintenance

» Advanced Diagnostics
* Engineering / Configuration

P3_Muotor - Pump #3 Variable Frequency Drive

=

?

2 S8 A -

Jrive Speed Scaling

Application

Drive Units Units

-

P3_Muotor - Pump #3 Variable Frequency Drive

@ Interlocks Mot QK

Stopped

Maximum
Units Hz
(=]

I command resets fault

N be jogged

Qutput Current
Speed 0.00 1= - 500 - 1 TUn reverse
Amps
¥ A de Mode, bypass Interlocks and Permissives
Output F'c:l;].lz]rl::I be bypassed
KW
o i £ - -
Setpoint  40.00 Hz I 'Stop’ command available in any mode
_m Torgue Current
0.00 Amps

>

<]

~RK D%

®

Operator

®

Rockwell

12 Aulfomaltion
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BE= Reduced Footprint

. | Iﬁ Drives Consistent Delivery
PlantPAX

Distributed Control System .(_3

5.0

Streamlined Workflows

e Cyb ity Enabled
ybersecurity Enable
4D

Public « Copyright ©2021 Rockwell Automation, Inc. 13 !L@ Eafgggll'!on



— Expanding the Logix Family for Process

Reduce deployment time and variability for process applications in the ControlLogix” and CompactLogix™ families.

Overview

Leverage native features like embedded
instructions and task modeling to minimize
project design time.

Available in three ControlLogix” catalogs and
two CompactLogix™ catalogs.

8-series Logix controller performance profile
 2inCompactLogix -2 Mb, 4 Mb
« JinControlLogix-3Mb, 10, Mb, 40
Mb

Benefit

» Qut-of-the-box settings and instructions that
follow PlantPAx" guidelines

* Intuitive workflows eliminate unnecessary rework,
simplify design and deploy effort

Public « Copyright ©2021 Rockwell Automation, Inc. 14 IL@ Eafggg{_!on



— Expanding our plant-wide infrastructure

Process controller

PlantPAx° System
C
Plant-wide ControlLogix” controllers
5370 5380 5480 5570 5580
=
' Integrated
Armor Fole 5480
Process
o
=
Armor” Scalable :
; Armor
GuardLogix GuardLogix® GuardLogix’
"
=
- L2 -
W}‘[ = Information-
‘”é. o enabled :
4 GuardLogix® XT GuardLogix” XT GuardLogix®

. Rockwell
Public « Copyright ©2021 Rockwell Automation, Inc. ‘ =
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o
— Embedded Process Instructions PETr——
S i m | if in Life C Cl e M a n a e m e nt General Bypassable permissives & interlacks: _P_rczgr_a_r'r_'l____l Operato
p y g y g Command source Bypass | € X Operato L
L] e L] L] e e . . ___E_r_a__r___'r ________ —l_
Reduced footprint (Simplification & Strings) e Fermisives e 5 =
: : : : r Gt T (a 5
Many strings moved from instructions to extended tag properties M aypasf.:g:n (O T @Maimenm; T
Alarms NOH'b}JPESSﬂb'E: AND - =< 0 ...........
Instructions in firmware (No overhead memory consumed) | .. .. sttt Ermisswecommand L
o nierioc e ﬂ'l-U
Less Servers, higher data volumes ks P T tetock command
Bypass(:g;“' @ ) '-"D
Non-bypgéa'lb-le': """ = ">®0 'ff‘ E Device fail command
Drives consistent delivery iislockrip it} : [T}l
Sheds _ A Hand
Library native to controller and design pallet B I e
Simplifies lifecycle management Confguotn e ﬁ® <>_‘ ______ "’__Dewce{eedback
Sheds and alarms reset: : CV status
O Reset € i’ """" k4
Streamlined workflow Device «{]
Virtua & Cutput
Controller based alarming ol €
Instructions native to controller (no importing of AOls) N
Supports multiple library versions on one system evice bsues: [ ok ][ cacel |

o d o O
Add-0n

PCHD FDO FIN FPE PiL
PAH PRI PAID PAIM PAO PEL P poec por poo R PO pHLs B Pus PnT FRE PPD PPTC PRI PRT PTET P XL Pusp

Favorites PlantPAx Process  Drives  Fiters  Selectlimit  Statistical  Alarms Bt TimeriCourte...  Compare  Computetdath MovedLogical

Progra

Process Controller Exclusive]

Rockwell
Aulfomaltion

KA

Public « Copyright ©®2021 Rockwell Automation, Inc.
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— PlantPAx° System 5.0

Process Objects - NG Integrated Configuration

Overview

New SAMA diagram interface

SAMA is an acronym standing for Scientific Apparatus Makers
Association, referring to a unique form of diagram used primary in
the power generation industry to document control strategies

Benefits
Intuitive design-time configuration interface

Consistent experience w/ objects and firmware
instructions

Eliminate need for disparate tools

Greatly reduce # of steps to configure new object

Feem lioves
FIPIEEN
Epaiatie L e
Fragmamtory o .
o \
v oa b
'ag Nremoc "(-’ 1
Nor-lparsab e e | =
Q= samny o Fermmwve commans
L LU R - o | =

Frzarabe
Bv—:: @0 0
Noovs gy acnat by h brtwdoce command
L sged |l
Sheds

Dewice faded 2 s On O
VO St
7 g 8
Confguration evor @ fcc) Devce tod commmand
Ount of serwce O asmrm

Dpean r ity OO

v Bt
Gl
s Dupat
L) o
Device etz OF
Devwr ceies None
% I Cmul] A il I

TagDeseript
LCO04

\M-J
Proportlonal # Integral + allve
————] Inp_FV out_Cv :E:::—
o Inp_CascsP val_pv b
—————————— Inp_PVSrea Val_sp JEjz
o Ing_FVBad val_cvsetp o
1 Ing_FUncertain val_cvout
—— —— Inp_CVIOFault Vel Mode
] Ing_Hand Sis_Casc @
——  ———a Inp_intikCH Sts Autp ?
— ——( Inp_MBInukOK Stg Man
] Cig_PVEUMIN Sis_Eypastive E -
| Cig_PVEUMaX ssETE
sts Hana |
s Mant |
St5_Owrd
St5_Prog ?
Si5_Cper

Rockwell Software

Aulfomaltion

Public » Copyright ©2021 Rockwell Automation, Inc. 17 ' A Rockwell
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— PlantPAx"” System 5.0

Select and Go Alarms within the Instructions

Simple alarm setup and configuration

Single environment - deploy alarms when creating

control elements in Logix Designer

One place to go to add and configure alarms

One click to add alarms from the object's definition
Predefined alarms on every object

Allow users to enable alarms for each instance.

Public « Copyright ©®2021 Rockwell Automation, Inc.

@ P&l Properties - FID921*

General

P fail check

Advanced

HMI*

Alarms™

Parameters

Tag

18

Use Alarm

High High

] High

O O o 0O

]

Lo

Lowy Low

High deviation

Low deviation

High RoC

Settings for all alarms

[ ] Apply fallowing settings to all alarms

Class:

Gate delay Limit De:
| -
oo ma |
0.000| | 300/ |
0.000| | 150 |
oo | J |
oo | J |
0.000| | 0] /5 |

Alarm group:

FactoryTalk View command:

Allow operator to shehve alarm

Allow maintenance to disable alarm

@ Rockwell .,

Process Controller Exclusivej




— Instruction Usage

See PlantPAx” and Process instruction usage per task for optimal task balancing and visibility

# wction | 30E |
overView ¢ I Hide unused instructions
. . Category Instruction Fast Normal Slow System Total
See a dashboard of each task and the instructions PlantPAx PAI 0 : 0 0 1
use d . FlantPhx PAD 0 1 o 0 1
PlantPhx PCMDSRC 0 18 0 i} 18
. . . PlantPhx =] 0 1 o 0 1
Use with embedded webpage to see CPU utilization PlantPax PDO 0 1 0 0 1
and avoid task overlap. PlantPéx PFO 0 1 0 0 1
FlantPhx FT5T 1] 1 0 0 1
Tatal I 1] 24 i}
Beneflt @ Fast (100 ms) 5 New Task..
Consistent performance and visibility into task loading > © Normal (250 ms) ¥ cut Ctri+X
during project creation. © slow (500 ms) o
: ® System (1000 ms) L) Copy Bl
.. e ) Unscheduled 0] Paste Ctri+V
Easier identification of number of control strategies. > 5 Motion Grouns
b Instruction Usage
P Alarm Manager

Process Controller Exclusive]

. Rockwell
Public « Copyright ©2021 Rockwell Automation, Inc. A -
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— Automatic Diagnostics

Access and display diagnostic information without additional programming

B Controller Properties - Tkn_Pax5_test] >
i i - iy o u
e . O |ND Filter ""f’ r MNonvolatie Memory Capacity Intemet Protocol Port Configuration Security Alam Log PlantP Ax
| Event Time & | State Area | Server Mame Message Message Code Subject Subject Ma... | Device Type | Product Na... Catalog I General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Redundancy
<all> Fl<al. O<al. O|<all= J«all= J«all= J«all= J«all= J«all= J«all= J«all= Jolp
11/19/201911:5... A~ /Linel... FactoryTalk.. Connection Los.. COMMN_LOSS Device [ADDA]SDE.. Communic... 4 Controller Fault Handler: V
11/19/2019 12:2.. &= /Linel... FactoryTalk .. Connection Los,. CONNLOSS  Unknown  [ADDAISDE.. GeneralPur.. 1756-OB32/A 1756-0B32/A 3 EowerUp Hander |ane> v]
11/19/201912:2... A~ /Linel... FactoryTalk.. Connection Los.. COMM_LOSS Device [ADDA]JSDE.. Communic.. 3084 Ethern... 30%-AEMNZS.. 4

[] Match Project to Controller

Serial Number: 01142BFC
Event Time: 11/19/2019 12:24:36 PM

Assessment: [] Allow Consumed Tags to Use RPI Provided by Producer

State: Acti duU d
ate \ e and Unsuppresze []Report Overflow Faults 0
Area: Linel_Data

Server Name: FactoryTalk Linx

Message: Major Fault T03:C16 - /0 Fault: /0 module connection failed on required module.
Message Code: CTRL_FLT_3_16

Subject: Controller

Subject Name: [ADDA]SCONTROLLERSV33_AD_demo .
Vendor: 0 Maintenance

Device Type: 0 Enable Automatic Diagnostics

Product Mame: O Screens

Catalog: Connection Fault North Building rack 8 slot 3
Open Wire Channel 3 module 7 slot 5

Major Revision: 0

Miner Revision: 0
Address: FTVSEDEMO19!Ethernet 192.168.1.85\Backplane\6

Cancel Apply Help

Alarms and Events
Database

Public « Copyright ©2021 Rockwell Automation, Inc. 20 IL@ Eaftl)(nu:gﬂon




— Highly Integrated HART

Features

Add and replace HART devices online

F

HART signals & connection status indicated Logix Designer /0 tree

Integrated device diagnostics via profile

PlantPAx” connection type selection

Benefits

Intuitive Integration
Visible access to HART reference name
PlantPAx data type (connection) pre-defined for PAH(HART interface)instruction

Device diagnostics included in PlantPAx data type connection

Out of the box Faceplate renders HART content
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Process Controller High Availability
Available at Launch of PlantPAx®5.0!

1756-L83EP

« Intended as an addition to the 5570 redundancy solution (also available in V33)
 Leverages the 1756-RM2 modules
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Cybersecurity Certifications
ISAQ9/IEC 62443

IEC 62443-4-1- Rockwell Automation has a 0006
certified secure development lifecycle.

IEC 62443-4-2 - Select products in the <
Rockwell Automation portfolio are certified o

against this standard as an enabler to
system cybersecurity

IEC 62443-3-3 - A Rockwell Automation
system reference architecture will have
certification that provides the basis for
all customer systems to get certified.

PlantPAx"

Distributed Control System

5.0

Securing your PlantPAx® system in The Connected Enterprise White Paper

e . .
oy . N Published with the PlantPAx 4.6 Launch, Summer 2019
IEC 62445-2-4 - Rockwell Automation O It's 10:00 p.m. Do You Know Where You Data IS?

dell\{e{ry a.rm (SSB) have processes and Blog Post for Life Sciences Cybersecurity
certification to deliver customer system that

are cyber secure
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https://literature.rockwellautomation.com/idc/groups/literature/documents/wp/proces-wp024_-en-p.pdf
https://www.rockwellautomation.com/en_NA/news/blog/detail.page?pagetitle=It%E2%80%99s-10:00-p.m.-Do-You-Know-Where-Your-Data-Is?-%7c-Blog&content_type=blog&docid=fe7314add7a222d01f36cd0345ca60ab

— PlantPAx 5.0 Documentation Restructure :
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This manual links to Knowledgebase Technote, PlantPAx System
Release 5.0 Configuration and Implementation Tools, for multiple tools;
download now for offline access.

P :
i

PlantPAx DCS
Configuration and Implementation

System Release 5.0

PlantPAx

Distributed Control System

© Allon-Bradiey @) FactonTalk @) REfeSHon

User Manual Original Instructions
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This manual links to Knowledgebase Technote, PlantPAx System Release
5.0 Configuration and Implementation Tools for object and visualization
parameters, download the spreadsheets now to ensure offline access.

Rockwell Automation Library
of Process Objects

System Release 5.0

24

Reference Manual

PlantPAx

Distributed Control System

@ Allen-Bradley @) FactoryTalk () Reglowelt

Original Instructions

@ Rockwell .,




@ Ropkwent

Ll e
-----

PlantPAXx

Modern DCS

Tomas Knobloch « Solution Consultant Process & SW « May«2022

expanding human possibility”
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